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I NTRODUCTI ON

Congratul ati ons on your assignnent to the U S. Arny Materiel Command
(AMCO). If this is your first exposure to the Command, you will nost
assuredly find an operating environnent that is significantly different
fromthose you have experienced in the past.

The primary di fference between an AMC facility and those in other
segnments of the Arny is the scale of operations. Quantities of nateria
on hand are enornous, and are often nmeasured in tons or cases, rather
than by individual item On a typical depot, for exanple, the val ue of
material in storage runs into the billions of dollars!

Supply and mai nt enance operations of this magnitude present uni que

chal l enges to security and | aw enforcenent personnel. Frequently, one-
hundr ed- percent inventories and simlar neasures, which worked well in
unit arns and supply rooms, are totally inpractical at the whol esal e
supply/storage level. The situation is further conplicated by the severe
manpower constraints under which nost AMC installations and activities
operate. It is just not possible to performsecurity at a depot,

arsenal, or manufacturing facility in the same way it is conducted in a
tactical brigade or division installation. The m ssion, physical plant,
and m xed workforce require different strategies for maintaining a
crime-free environment.

The keys to successful performance as an AMC provost marshal are to

qui ckly becone fanmiliar with the command's operating environnment, and
then tailor proven | aw environment techniques so that they wll
contribute to the success of the total nission without unduly restricting
routi ne supply operations.

Thi s panphl et has been designed to help you take the first step in
becom ng a know edgeabl e and effective provost marshal. Reading it wll
give you an outline of the supply systemand identify existing

i nformati on that can be used to assist in deciding howto allocate your
resources. Special emphasis is placed on the definition of terns and
acronyns that are unique to the whol esal e supply system

Al t hough this panphlet provides the big picture,” it is not a substitute
for reading the basic supply and security regul ations (see reference
section). Instead, this document provides a framework upon which you can
hang the detailed informati on you gather fromthe regulations. In
addition to review ng these regul ations, you should pay a call to the
chiefs of the Supply, Inventory Managenent, and Transportation Divisions
and establish a close, cooperative, and constructive working relationship
with them After all, the key to good security is teamworKk!
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SECTI ON
WHCLESALE SUPPLY OPERATI ONS

Al t hough protection of personnel and naterial is the primary m ssion of
the provost marshal, he nust always remenber that--

° Security is a secondary concern to the workers and supervisors who
are charged with the receipt, storage, and issue of supplies. They know
security is inportant, but they are primarily concerned with neeting
| ogi stical needs of their custonmers in the nost efficient manner
possi ble. Security neasures nmust be carefully thought out and adjusted
to fit the logistical system so that the provost narshal's mission is
acconpl i shed without restricting the flexibility and responsi veness of
the supply system

° Security is first and forenbst a comand responsibility. It is the
duty of every nmanager fromthe shop or warehouse forenman to the
installation conmander to actively support an effective security program
The provost marshal nust actively solicit their assistance in devel oping
measures that are optimally effective for the |ocal conditions.

This section will give you an overview of the flow of material on a
depot, identify the organizational elenents that play a key role in the
process, and define terns that you rmust understand to comuni cate
effectively with depot supply personnel. |In addition, it points out
parts in the supply process that are particularly vulnerable to crinmna
activity.
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Initial Receipt

° Upon arrival at the gate,
cargo vehicles are routed

to the Installation
Transportation Office,

which directs them to the
correct cargo receiving area.

° At the Receiving area, the
GBL is examined to determine
the nature and amount of
material that should be included
in the shipment. Also, seals on
the vehicle's cargo doors are

checked to make sure there has

been no tampering.

° Finally the cargo is unloaded

from the vehicle, and is inspected

to see if everything listed on the
GBL is present, and to identify
any damaged property.

Receipt and Storage

START

ARRIVES

PREPARE
ROD

TRUCK |

VERIFY
- GBL

PREPARE

CARGO
TEMP
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ouT-

LOCATION

LOAD {™%
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ROD

STORE UNTIL
CLAIM
SETTLED

Y

PERMANENT
STORAGE
AREA

STOP

° Further steps depend on the results

of the inspection of the cargo.
Complete shipments, incomplete
shipments, and damaged cargo are
handled differently.

° SECURITY CONSIDERATION. The initial unloading and inspection is a
critical point, because prior to the inspection, the cargo carrier
(normally a contractor) is still responsible for the material. It
is important to document any discrepancies, so that responsibility
for any shortages can be reconciled.

KEY TERMS
GBL = Government Bill of Lading. The GBL lists the shipper, cargo

destination, and type and amount of cargo. A copy of the GBL
stays with the material during shipment.



2. Processing Complete and
Undamaged Shipments

° After a shipment has been
unloaded and inspected,

the receipt document is
recapped. This means that
the information on the GBL
(quantity, serial numbers,
condition codes, etc.) is
verified, the hour and date
received is recorded, and the
person who received the
property signs the recapped
document.

° At this point, the verified
information on the material
received is sent to a computer
terminal, usually located in
the Receiving Section, and the
data is entered into the depot's
computerized inventory control
system. The computer then assigns
a permanent storage location to the
material based on category of supply,

AMC-P 190-2

Receipt and Storage

START
TRUCK »-| VERIFY . OFF
ARRIVES | GBL LOAD

PREPARE

LOCATION

ASSIGNED

ROD

STORE UNTIL
CLAIM
SETTLED

\
PERMANENT
»| STORAGE

AREA
STOP

condition code, expiration date and other factors. This information is

printed out on an AMC Form 1381-1 (AMC-R 740-20).

° SECURITY CONSIDERATION. Whether accountability of property can be
maintained in the future is in a large degree dependent on the accuracy

of the data entry process. One way to hide the theft of supplies is to
change information on the recapped receipt document to indicate a smaller
guantity than is actually received, so it is important that supervisors
spot check frequently to ensure the data input is accurate.

KEY TERMS

1381 = AMC Form 1381-1 (Storage Data Request) instructs receiving
section and warehouse personnel where to store material.
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Receipt and Storage

3. Temporary Storage

START
° As cargo is unloaded and TRUCK o | VERIFY »| OFF
inspected, it is separated ARRIVES GBL LOAD

depending on whether the
material is to be used
locally, or stored for issue
to customers in the field.

° Asitis separated, material
is placed into temporary storage

PREPARE

bays located in the receiving PREPARE RECAP Ja-
area. It is held here until the I_ROD/‘_’ ns&%r;

data entry process (see paragraph
2) is completed, and a permanent

A

storage site is assigned.

\

DA
ENTRY

TA

)

CARGO

o TEMP
° Material in temporary storage -10c
is tagged with the time and
date it was received. There Y
are established timeframes for ouT-1
the processing of material in ';’&22
temporary storage, and supervisors T

LOCATION
ASSIGNED

ROD

STORE UNTIL
CLAIM
SETTLED

Y

PERMANENT
STORAGE

check frequently to ensure cargo is
not being held too long in this status.

AREA

STOP

The tag on the property is annotated each
time it is checked.

° Once storage location assignment has been made, the AMC Form 1381 is
matched up with the material in temporary storage, and the material is moved
to the out-load area of the receiving section. It remains there until it is
picked up and transported to the permanent storage area.

SECURITY CONSIDERATION. While in temporary storage, is the material safe from

pilferage or theft?
KEY TERMS

OUT-LOAD AREA = Cargo loading areas within the Receiving
Section where cargo that has been processed
is loaded for movement to a permanent storage
area.
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Receipt and Storage

4. Long Term Storage

START

° ; TRUCK | VERIFY OFF
The key conce_pt in the aRRIvES [ | eeL [ ™! Loap

storage of material is

"Location.” This is the
specific bin, bay, or open
area where a particular
unit of the material is
placed in storage. As
noted in paragraph 2, the
location for each item of

; . PREPARE [RECAP
property is assigned by the RECEIPT

I

computerized inventory DoC
control system. One
warehouse or shed may have Y
many locations, but the c;\neo DATA STORE UNTIL
warehouse foreman will not o ENTRY oLam
have a manual record that
tells him where any particular {, V
item is located. He depends oUT-
_ LOCATION
the computer to tell him LOAD | %
on : ASSIGNED
where supplies are located. “Ri“

Because of the vast quantities
of material on hand,
accountability on items which

are placed in a storage location _
other than that specified by the computer may be lost for long periods of

time. A large percentage of the material losses reported by depots are the
result of items being out of location, rather than the result of theft or
other causes.

SToP

° For general supplies, there are three types of storage areas that you
should be familiar with:

°°  Warehouse - a building designed for storage purposes, and
constructed with a roof, complete ends, and side walls.

oo

Shed - a building without complete end or side walls.

oo

Open space - improved or unimproved area designated for storage.
KEY TERMS

LOCATION = The computer assigned site where a particular item has been
stored. Out of location means that an item has been placed
in an area other than that assigned by the computer.
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5. Incomplete Shipments
Receipt and Storage

° When cargo is unloaded START

and inspected, it is ———" p— o
; L .

sometimes found that ARRIVES gL ™| woap

some of the material

listed on the GBL is

not present.

° Such shortages could !
result from --

- Errors on the part of

the shipper. ’:f;ARE

- Theft in transit.
/

- Administrative errors CARGO DATA ST%RLEAK;‘T'L

i ; TEMP ENTRY

in preparing the GBL. LOC SETTLED
° Generally, the Y \
transportation contractor oUT- LOCATION
who transported the LOAD [“* | ASSIGNED
material is responsible AREA PERMANENT
for shortages discovered [ = STORAGE

shortag ; AREA

during initial unloading. STOP

° There is also the possibility
that a shipment will contain
more itemsthan are listed on the GBL.

° In either case (overage or shortage), the receiving section personnel
fill out a Report of Discrepancy (Standard Form 364) and an affidavit

to document the discrepancy. Then the accountable officer (normally the
Director of Supply) reports the discrepancy to the carrier, who takes
action to find the missing material, or to make restitution.

° Once the discrepancy is documented, then the rest of the material is
processed as described in paragraphs | through 4.

KEY TERMS
ROD = Report of Discrepancy (SF 354), the government document

that is used to record overages and shortages of cargo that
occur in shipment.
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Receipt and Storage

6. Damaged Cargo START

° Occasionally, when cargo ARRIVES

TRUCK »

VERIFY
GBL

is unloaded and inspected
it will be found that some
of the items are damaged.
As in the case of shortages, N°
the carrier is generally

responsible for damaged YES
cargo.

PREPARE
° The first step in processing ROD

damaged cargo is to fill out
a Report of Discrepancy.

° Next, the damaged items are C-?::: @E
separated from the other cargo, Loc

and stored in a secure area L
where it may be inspected by / |
personnel from the Depot ouT- LOCATION
Transportation Office and %&22 - |ASSiGNED

Carrier, as well as individuals I

PERMANENT
STORAGE

from the General Supply Division.

AREA

STOP

o

Damaged cargo is kept separate (often in a special warehouse) until the
claim action on the damage is settled. Then the damaged material is
processed as indicated in paragraphs 1 through 4.

° SECURITY CONSIDERATION. If adequate security measures are not taken,
damaged cargo is often stolen. Usable component parts of the item are
especially vulnerable.

KEY TERMS

CARRIER = A civilian transportation company (truck, railroad, etc.)
which ships government property under contract.
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Outbound Cargo

1. Requisitions

° Requisitions from customer
units in the field go to

the National Inventory Control
Point (NICP) for the type
supply being requested. The
NICP is operated by the
major subordinate command
which is responsible for that

category of supply. For «
example, U.S. Army Tank §
A ive C d g !
utomotive Command operates 2| [ConsoLDATE .
the NICP for vehicles. ° & DIV
= PACK
° The NICP checks its computer
data bank and identifies which Y
_depots have the reqwre_d item LOAD - CLT;\R
in stock. Then, a Material

Release Order (MRO) is sent |
(usually electronically) to
the appropriate depot.

° The MRO identifies the item's

stock number, unit and quantity
of issue,where to ship the item, priority, and other information

required to process the transaction.

° Upon receipt of the MRO at the depot, the depot's computerized
inventory control system is checked to see if the item is on hand.

KEY TERMS

MRO = Material Release Order (DD Form 1348-1A), which instructs a
storage facility to ship a particular item to a customer.
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2. Processing for Shipment Qutbound Cargo

° If a depot's computer has
a record of the item the
NICP has ordered shipped,

a DD Form 1348-1Ais oEPOT
produced and forwarded SPT _’ MRO
to the appropriate storage
location for action.

° At the warehouse, the item
is pulled from the shelf
(or bay), and the information
on the DD Form 1348 is
checked with the information CONSOLDATE | I tRans Lﬁ_]
on the item to make sure the PACK v
correct supply item has been
selected, and that it is in ]
the correct condition code.

TO CUSTOMER

™
CLEAR

° Once the information has ]
been verified, the required
item is moved to the warehouse's
shipping bay, where it is picked
up by a truck from the General

LOAD

Y

Supply Division, and delivered
to the depot's shipping section.

° SECURITY CONSIDERATION. Often, items awaiting pickup in a warehouse
shipping bay have not been packaged for shipment. Therefore, access
to the contents is relatively easy, so pilferage may result unless there
is adequate supervision of the shipping bay.

KEY TERMS

BAY = A designated section of a warehouse or depot shop that is usually
outlined or bounded by posts, pillars, columns, or painted lines.
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3. Material Release Denials (MRD)
Outbound Cargo

° If, when an MRO is received,
the depot's computer does not
record enough of the item
on-hand to fill the order,

an on-line materiel release DEPOT
denial results. This is, ST MRO
basically, a discrepancy
between the NICP and depot

Y

record systems. When an SHIP
on-line denial occurs, the sec [
NICP reviews its recent &
transactions for the item g Y
in question, and identifies é’ CONSOLDATE
the cause of the discrepancy. o &
= PACK
° If the depot computer says
that the item is in storage, Y
the MRO is sent to the LOAD »]| TD
storage location for action. CLEAR
However, sometimes personnel ]

at the storage location find
that there is not enough of

the item on-hand to fill the
requisition. This is known

as a warehouse denial, which
is a discrepancy between what
the depot computer says is
available, and what is actually
in stock.

° There are a number of reasons why a warehouse denial may occur. Some
examples include 1) failure to post supply transactions in a timely manner,
2)theft of supplies, and 3) changes in condition code. (For example, the
item's shelf life has expired, so it cannot be issued, even though it is

in the warehouse.)

° If an item is missing, the following actions are taken: Other locations

are checked to ensure that the item is not present, but "out of location."
Transaction records are reviewed to make sure all receipts and issues have
been posted.

KEY TERMS
MRD = Material Release Denial, a condition that results when the

inventory control system indicates an item is on hand, but
it is not present or cannot be issued for some other reason.

10
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4. Packing and Shipment
Qutbound Cargo

° Once an item is delivered
from the warehouse to the
depot shipping section, it

is consolidated with other
items that are going to the SPT —> gl
same destination, and moved

to a "packing line where it

is processed, packed, and
marked.

Y

° At the same time, a "planning
sheet," which contains the number
of items,size, and weight of
packages, etc., is sent to the
depot's Transportation Division.

TO CUSTOMER

° Transportation Division makes

the GBL, and schedules the mode of
shipment to move the cargo to its
final destination. A copy of this
information is returned to the
Shipping Section, along with the
date that the shipment is due to

go out.

° When the carrier arrives at the shipping section, the shipping information is
verified, and under the supervision of the shipping section, the cargo is loaded.
Then the driver goes to the Transportation Division for final clearance to leave.

° SECURITY CONSIDERATION. Cargo is especially vulnerable to pilferage after it

has been processed for shipment and sitting in a holding area awaiting pickup
by the carrier. These holding areas should be monitored closely.

KEY TERMS

SHIPPING PACKAGE = The GBL and scheduled shipping time/date provided by the
depot Transportation Office to the Supply Directorate's
Shipping Section.

11
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I nventory Control

1. The Inventory Branch serves as the eyes
and ears of the depot comuander.

It assists in-- DEPOT

° Maintaining high standards by checki ng
the accuracy of inventory records through
physi cal inventories and |ocation surveys.

° Identifying, through research, the DIR

causes of specific inventory OF
defi ci enci es. SUPPLY

Most depots conduct *“perpetual

inventories.” This neans that they are
i nventoring sone categories of supplies at
all times, rather than shutting down INV MGT
operations and conducting a 100 percent DIV
i nventory once a year. The National

I nventory Control Point (NICP) tells the
depot which supplies by National Stock
Nunmber (NSN) shoul d be inventoried each
year. N CP nmekes this determ nation based

on the nunber of demands there has been
for each NSN that they manage. INV ENTORY
O course, the depot receives input BRANCH
fromnmore than one NICP, so they

devel op their inventory schedul e based on

1) Criticality and Sensitivity of the
supplies, 2) the nunber of MRDs and | nventory
Adj ust nents that have occurred for each NSN,
and 3) the nunber of supply transactions

t hat have occurred for each NSN

KEY TERMS

PHYSI CAL | NVENTORY = An actual count of the itens on hand, and
verification of Condition Codes, and other infornation.

LOCATI ON SURVEY = Check to determne if material is stored where the
conmputer says it is |ocated.

12



2. The Research Branch investigates

AMC- P 190-2

t he causes of di screpancies uncovered

by the Inventory Branch, and al so those
identified as warehouse denials. There
are three major activities by the Branch:

DEPOT

° Ninety-day investigations: an exanination
of transaction records, and active and del et ed

| ocations for a particular NSN item for the past
ni nety days.

o

Causati ve Research: Usually an exani nation

DIR
OF
SUPPLY

of records for the past two years to determne
the cause of serious discrepancies. Wen
compl eted, a cause for the error is assigned.

Causes are listed in AR 740-26, and include
administrative error, theft, and undeterm ned,
as causes for discrepancies. Because it takes
a |l ot of manpower to conduct causative research,

INV MGT
DIV

it is perforned only for serious | osses when a
shorter investigation has failed to identify
the cause of the |oss.

° Quarterly Records Audit Mitch: Each quarter
the conputerized | ocal records are matched
agai nst the location records of the Mjor
Subor di nat e Conmand responsi bl e for each
particular NSN. Discrepancies identified

RESEARCH
BRANCH

t hrough the Records Match are usually researched
to find the cause of the differences between
the two systens.

KEY TERVB
RESEARCH = An exam nation of transaction records of active

| ocations to identify the cause of inventory records
di screpanci es.

13
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DI SPOSAL
1. Overview of Defense Reutilization Marketing O fices (DRMD):

One of the areas nobst overl ooked in any supply or maintenance operation
is the disposal of U S. Governnent property. The annual anount sent to
DRMO is in the billions of dollars, yet nost people think of this
property as nerely junk.

The DRMO is a Departnent of Defense operation headquartered in Battle
Creek, M. Subordinate to the headquarters are several geographica
regions that oversee the operations of the numerous DRMO of fices,
normal ly located at the field operating |level (post, canp, and station).
Normally the DRMO is a tenant activity at a particular installation.

The DRMO, known for years as the Property Disposal Ofice (PDO, is
much nore than the coined phrase junk yard. The primary mission of the
DRMO is the receipt, classification, tenporary storage, and ultimate
di sposal of items. The majority of itenms received at the DRMO are in
serviceabl e condition and thus can be used for their intended purpose.
This operation is unique in the Department of Defense arena as the
operation actually realizes a profit fromsales, which is returned to the
U.S. Treasury, and the reutilization aspect of the operation saves
mllions of tax dollars by allowi ng usable property to be returned to the
system (see flowhart page 18).

Al t hough sal es represent one segnent of the DRMO operation, it is not
the primary focus. The DRMO is actually a three-fold operation
consisting of reutilization, donations,and sales. The first and forenopst
goal of the DRMOis the reutilization of property. This is acconplished
t hrough a screening process where authorized users are allowed to exam ne
property and, if authorized by the Table of Distribution and Al | owances
(TDA) or simlar document, the property can be obtained by the unit and
used. There are priorities for screening, with Departnent of Defense
activities having first choice. Once the screening process of
reutilization is conpleted, the property can be donated to charitable and
ot her authorized organizations and
finally sold if not clained by an authorized organization

In the vast majority of instances, property is sent to the DRMO because
it is excess to the needs of a particular organization. This can occur
because the organi zati on has received new or updated property or perhaps
a change in mission of an organi zation has resulted in the unit no | onger
needi ng the particular type of property currently in inventory. Wen

14
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this occurs the property is sent to the DRMO al t hough no | onger
required by the activity relinquishing control, there nay be severa
activities within DOD or other agencies, that require this type of
property to acconplish their m ssion

2. Procedures:
Turn In --

° This aspect is the sole responsibility of the organization
relinquishing the property to the DRMO. The transaction is acconplished
by use of the DD Form 1348-1 (DOD Single Line Item Rel ease/ Recei pt
Docunent). This multicopy formis prepared by the unit for each piece of
property and acconpani es the property throughout the disposal process.

° The DD Form 1348-1 contains information on the unit and on the
property being relinquished. The National Stock Number (NSN) is the key
el ement on the DD Form 1348-1, which identifies the particul ar piece.

The NSN is verified by DRMO personnel to ensure that the item being
received is the actual itemnoted on the DD Form 1348-1. At the tine of
turn-in to the DRMO, one unstanped copy of the DD Form 1348-1 is provided
to the organi zation relinquishing the property. This is nmerely a receipt
to reflect that the DRMO has received an item but no verification of the
itemis made at that tine. Subsequently, DRMO personnel will verify the
NSN and condition code of the itemand if the information is correct, the
unit will receive a stanped copy of the DD Form 1348-1. There is no set
time for this procedure and in many instances there is a long delay in
receiving the stanped copy of the DD Form 1348-1

° Another key element on the DD Form 1348-1 is the condition code of
the item This is an Al pha character which describes the condition of
the itemat the time of turn-in. This code is assigned by the
organi zation relinquishing the property to the DRMO. A list of codes is
| ocated in the DRMO Operating Manual. Once received and exam ned by DRMO
personnel, this condition code nmay change. In many instances DRMO
personnel will downgrade items to a | ower condition code. Downgrading
items fromserviceable to unserviceable or even serviceable to scrap is
not unconmon.

° The final key elenent on the DD Form 1348-1 is the demlitarization
code. The code identifies property which is determined a nunitions |ist
item or due to its sensitivity, nust be rendered useless. This is
acconpl i shed by several different neans depending on the item Crushing,
cutting, and nmutilation are sone of the nost common met hods used to
"dem | " property. DOD Manual 4160. 21-M 1, Defense Demilitarization
Manual , describes property requiring demlitarization and the nmethods to

15
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be used. Cenerally, the organization turning in the property to the DRMO
is responsible for the demlitarization of the item

3. There are several security considerations in the DRMO process that
merit close scrutiny by the unit relinquishing the property. Property is
extremely vul nerable to diversion or larceny during the DRMO process as
it is viewmed as junk to the unit. As such attention to detail is |acking
in many instances, the follow ng security considerations apply:

° Accurate preparation of the DD Form 1348-1 is inperative. This
formis the sole identifying docunent for the property and remains with
the itemuntil ultimate disposal. Errors or nanipulation of the DD
Form 1348-1 can change the description of the item (NSN) and/or
condition code. This situation can allow for the diversion or |arceny
of the itemprior to delivery to DRMO. The best prevention of this
situation is the two-man rul e wherein the docunent is prepared by one
i ndi vidual and verified by another

° Placing serviceable nmaterial into scrap lots destined for DRMOis a
known neans of diverting property. This nethod, known as salting,
consi sts of hiding serviceable itens under scrap. The scrap lot is then
delivered to DRMO and the entire lot is purchased by a merchant dealing
in scrap material. This nethod normally requires at |east two people;
one person on the inside to hide the itens and the merchant on the
outside to purchase the scrap lot. The best prevention for this method
is sinple observation and exam nation of scrap |ots before delivery to
DRMO.

° Assuring proper denmilitarization is critical. Wth the increase in
terrorism nunitions list itens are sought throughout the world. The
two-man rule nmust apply in these instances and spot-checks by
supervi sors are reconmended.

° Conparing the receipt copy of the DD Form 1348-1 (received at tine
of turn-in) with the stanped copy of the DD Form 1348-1 (received after
processing at the DRMD can indicate mani pul ation. Generally, the
originating organization will suspense the receipt copy of the DD Form
1348-1 and match it to the stanped copy of the DD Form 1348-1 when
received. However, the time delay in receiving the stanped copy (in nany
i nstances, nonths) can cause the originating unit to msplace the receipt
copy or just not take the tinme to match the two forns. A common practice
is the downgradi ng of serviceable property to scrap at the DRMO and
diverting the property. The originating unit should pay close attention
to any changes in the description or condition code of itens and
chal lenge the DRMO if a pattern seens to be devel opi ng
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START

UNIT
PREPARES
1348-1

TURN-IN
TO DRMO

DRMO
VERIFIES
CONDITION
CODE

DOD

SERVICEABLE REQUIREMENT ISSUE
OTHER
FEDERAL
YES
AGENCY ISSUE
REQUIREMENT
STATE/LOCAL
AGENCY ISSUE
REQUIREMENT
CHARITY YES
ORGANIZATION ISSUE
REQUIREMENT
——
DRMO
PROPERTY
SALE
FUNDS TO
US TREASURY
-

STOP
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SECTI ON 11
RECORDS ANALYSI S

Manpower constraints are usually the Iimting factor in depot security
operations. Cenerally, it is not possible to cover every possible
crimnal threat, so it is up to the provost marshal to assess potentia
probl em areas and concentrate his efforts where the risk is greatest.
This section is designed to assist in identifying patterns of materia
| oss which indicate that a serious crine problemexists.

In many cases, provost marshals fail to routinely analyze avail abl e

i nformati on because they think that it requires too nmuch tine. However,
this is a very short-sighted view Conducting an analysis does require
t he expenditure of manpower, but the tine is repaid many tinmes over in
savings resulting fromthe elinination of unproductive security
activities.

A second objection to perfornming an analysis is that it often requires a
hi gh degree of technical expertise. The provost marshal says that he
does not have tinme to train his subordinates on the process. Sone types

of analyses do require a high level of skill in statistics, but a great
deal of useful information can be obtained with a rmuch | ess sophisticated
anal ysis process. In routine security and | aw enforcenent operations, a

very high degree of statistical accuracy is usually not required. Al
that is needed is a result which indicates that sone type of crimna
activity is occurring in a particular location. Then trained

i nvestigators or patrols can check out the situation to definitely prove
or disapprove the existence of the

crimnal activity. |In other words, the goal of the analysis is only to
provi de | eads, not prove that a particular crinme was actually comritted.

There are two types of anal yses that should be routinely perforned:
° Analysis of existing data fromthe |ogistical system
° Analysis of Mlitary Police Reports.

How to performthese types of analyses is covered in the follow ng
par agr aphs.
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Anal ysis of Logistical Data

The Arny's |ogistical system provides a huge amount of nanagenent
information. Wiile nost of it may be of use in identifying crine
patterns, there are three sets of information which are particularly
useful. These are --

° Material Release Denials (MRD)

° Reports of Discrepancy (ROD)

o

I nventory Adj ustnent Reports

Each of these will be reviewed below, but it is inportant to recognize
that the key patterns which indicate that a significant crime problem
exists are the same for all three.

1. KEY PATTERNS (To | ook for)

° A disproportionate nunmber of discrepancies (MRD, ROD, etc.) that
occur at one location conpared to other |ocations which contain the same
or simlar types of material. For exanple, if there are ten warehouses
that contain general supplies, and the first nine average seven
di screpancies a nonth, and the tenth averages forty, then something is
wrong at the tenth warehouse. O course, the probl em may have nothing to
do with crimnal activity, but the situation should be checked out.

° A disproportionate nunber of |osses of a particular type of material
conpared to other types of supplies. There are nany reasons that
mat eri al becones lost. For exanple, it may be placed out of location so
that the inventory systemcannot find it. However, administrative
errors, like being placed out of location or data entry errors, tend to
occur at random We would expect that all types of material, over tine,
woul d average about the sane nunber of adm nistrative errors. Therefore,
if one particular type of material (like auto tires) consistently has
nmore di screpanci es than other types, there is a good possibility that
crimnal activity is occurring. Again, the situation should be checked
out carefully.
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2. MNATERI AL RELEASE DEN ALS

Today's inventory control systemis computerized and centralized at depot
and NICP levels. As a result, supervisors in warehouses do not have a
manual record, on-site, which tells themwhat is stored in their

buil ding. They depend on the conputer to tell them which bay or bin
contains the particular itemthey need to pull to fill a requisition
Consequently, it is easy not to notice that material is nissing.

However, if a particular type of supply is stolen frequently, it wll
eventual ly produce a Material Rel ease Denia

(MRD). This occurs when a requisition arrives, and the conputer says it
is available at a particular location, but it is not there.

Because MRD may indicate that a serious theft problemexists, MRD should
be anal yzed periodically (perhaps every six nmonths). This is not
difficult to do, because the Inventory Managenent Division of the Supply
Directorate has conpiled nost of the infornmation needed in an MRD Cause
Regi ster. AR 740-26 requires that each depot conduct research to
determi ne the cause of MRD and maintain the MRD Cause Regi ster which
records the results of the research. The first step in conducting an
analysis is to examne this register to determ ne the nunber, |ocations,
and causes of MRD that have occurred since the |last anal ysis.

Wien the MRD Cause Register is reviewed, you will note that there are
many causes for MRD other than the actual |oss of property. For exanple,
supply transaction records may not have been posted properly, which |ead
the conputer to record property as present, when it had actually already
been issued. AMC-R 740-17 contains a |list of causes that may be assigned
by research to MRD

Si nce nost MRD are caused by adninistrative errors or changes in the
condition code of an item it is not necessary to exam ne every MRD. The
provost marshal should focus on --

° MRD for which a cause cannot be determ ned. Undeternined is an
acceptabl e "cause" finding for research on MRD involving nmaterial of
| ess than $10, 000. 00.

° MRD due to theft.

° MRD due to nmaterial being out of |ocation.
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The first two types of MRD causes will be examined first. As the provost
mar shal goes through the MRD Cause Regi ster, he should record on AMC Form
2837R (Anal ysis Wrksheet) the nunber and |ocations of MRD for each type

of supply. A reproducible copy of AMC Form 2837-R is provided at page

23.

The | ocations and itens shown on the sanple analysis worksheet (figure 1)
were selected arbitrarily. In practice, the provost marshal should

sel ect locations and categories of supply based on his know edge of his
depot, and the advice of the Supply Directorate division chiefs. In
recording MRD on missing material, it nmay be desirable to list individua
itens if they are of high value and/or easily pilferable. However, as a
general rule, it is better to group sinilar itenms together in a broad
category. For exanple, lunber, cenment, and roofing felt could all be

| unped together under the heading of "construction material."” The reason
that it is desirable to record MRD by broad categories, rather than by

i ndividual items, is that

nmore incidents are grouped together, and patterns energe nore quickly. It
is acceptable to lunp sinmilar types of material together, because thieves
often concentrate on particular categories of supply based on their
access, personal needs, or their opportunities of disposing of stolen
property. For exanple, if a thief has found that he can sell building
supplies to a local housing contractor, he will take a broad range of
construction supplies, since he has a ready market for them

You will note that the sanple analysis worksheet (figure 1) shows the two
"key patterns” we identified earlier: systematic theft from one |ocation,
and systematic theft of one type of material. Each mark on the worksheet
represents one MRD for which an adm nistrative cause cannot be assi gned.
By totaling the marks in each horizontal colum, it is easy to tell if
one |l ocation has a disproportionate nunber of |osses. By totaling the
marks in each vertical colum, it is easy to see if one type of supply is
turning up mssing nore often than other types.

If you suspect that on-duty drug and/or al cohol abuse is a serious
problem at your installation, you may want to include in the anal ysis MRD
whi ch were caused by the material being "out of |ocation.” This is
because workers who are intoxicated on-duty will probably not pay close
attention to the location instructions on the AMC Form 1381-1 (Storage
Data Request), and will often place inconmng material in a |ocation other
than that specified on the Form 1381. O course, this will result in a

di sproportionate nunber of "out-of-location" caused MRD
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ANALYSIS WORKSHEET
DATE:
MISSING PROPERTY
THIS FORM IS OBSOLETE.
CANCELLED 1992.
TOTAL
BY

LOCATION LOCATION

TOTAL

BY TYPE

SUPPLY

AMC FORM 2837-R
1AUG 89
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ANALYSIS WORKSHEET

DATE: 1 Jan-30 Jun 88

MISSING PROPERTY

)
w 0 o el N RS
S0 | B | H c2|l s & @
TOTAL
BY
LOCATION LOCATION
Bldg 723 11 2
Bldg 787 1 1
Bldg 922 1 1
Bldg 974 1 1 2
Bldg 975 1 1
Bldg 801 1 1
13T

Bldg 2715 111 |7y GSD
Area 17 4
Area 25 5
Area 76 6

TOTAL

BY TYPE 6 6 @ 8 1

SUPPLY

AMC FORM 2837-R
1AUG 89

Figure 1.

Sample analysis worksheet
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Whet her we are dealing with suspected theft or suspected substance abuse,
the provost marshal nust al ways renenber that the patterns identified by
the analysis process are only "indicators,” and not "proof" that crimna
activity is occurring. There nay be other reasons for a suspicious
pattern, other than crininal activity. Therefore, when a suspicious
pattern appears, the provost marshal should discuss it with the
appropriate Supply Directorate division chief to try to identify possible
adm ni strative causes for the pattern. Then, if an acceptable reason
cannot be identified, investigators or other |aw enforcenent personne
shoul d be assigned to exanine the situation

3. I NVENTORY ADJUSTMENT REPCRTS and

REPORTS OF DI SCREPANCY

I nventory Adjustnent Reports and Reports of Discrepancy may be anal yzed
in the same manner as MRD. However, in the case of Inventory Adjustnment
Reports, the provost marshal should be aware that npst adjustments are
not the result of mssing equi pnent, but are due to changes in condition
of the material and other administrative actions. For exanple, if an
unservi ceabl e engi ne conponent is received, and then repaired and
returned to stock for reissue, an Inventory Adjustnment Report would be
generated to record the change in condition code of the conponent. A

| arge number of Adjustment Reports does not necessarily mean that there
is an accountability problem |In analyzing these reports, only those
whi ch involve the loss of material should be exam ned.

Anal ysis of MIlitary Police Reports

In addition to logistical records, there is a second source of data which
shoul d be anal yzed periodically (at |east every six nonths) to glean

i nformati on which will assist in naking decisions on police resource
allocations. Mlitary Police Reports (MPRs) provide val uabl e data
concerning incidents on the installations.
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Exani nati on of Material Rel ease Denials, Inventory Adjustnent Reports and
simlar docunents can help to identify |ocations where crimnal activity
is taking place, but it will not provide the detailed information on
perpetrators, geographic or chronol ogical patterns, or victins which is
necessary to fine tune security efforts and naxim ze efficiency. MRs
can provide this information when a relatively unsophisticated anal ysis
systemis applied. As with analysis of |ogistical records, a very high
degree of statistical accuracy is not required. W only need to identify
the general crinme patterns on our installations so that we can direct our
patrol nen and investigators in the right direction. After that we should
allow themto use their inagination and initiative to devel op practica
techni ques to counter the local crinme problem

4. THE ANALYSI S PROCESS

Most AMC installations have a relatively snmall popul ati on which generates
a relatively small nunmber of MPRs annually. In just a few hours, using
the process described below, it is usually possible to exam ne
one- hundred percent of the facility's MPRs.
STEP 1.
The first step in analyzing MPRs is to sort all of the reports for the
peri od under review (usually the past six nonths) into major categories
of offenses. For exanple, on a typical depot, we might end up with the
foll owi ng categori es:

° Traffic offenses

°© Theft of Governnent property

° Theft of private property

° Vandal i sm

° Violent crinmes
The nunber of categories used on any particular installation depends on

the local crinme rate. For exanple, on nost depots there are so few
crimes agai nst persons (robbery, rape, assault, etc.) that they
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shoul d be lunped together into one category. However, on a |arger post,
it may be desirable to break crimes against persons into a nunber of
di fferent categories.

Once this initial sorting is conpleted, the provost nmarshal mnust decide
whet her to analyze all of the categories, or only sone of them Oten
there is such a small nunber of cases in a category, or the inpact on the
m ssion of the installation is so slight, that it is not worth spending
the tine required to anal yze the category in detail. |In any case, for
each category that the provost marshal decides to anal yze, the follow ng
process (step 2) should be appli ed.

STEP 2.

The person doing the anal ysis should quickly scan a small random sanpl e
of the MPRs in the category, and then, based on his prior experience of
incidents at his post and the information fromthe reports he scanned,
use AMC Form 2835-R (MPR Anal ysis Wrksheet) to record the raw data for
his anal ysis. A reproducible copy of AMC Form 2835-R is provided at page
28. Figure 2 shows a sanple worksheet for the category theft of private

property.

There are five basic patterns that should be exam ned for any category of
crime. These are --

° Perpetrator profiles

° Victimprofiles

° Geographic patterns

° Tine patterns

° Modus operandi (MO
O course, the specific itenms of information that nake up each pattern
wi Il vary depending on the type of crinme being anal yzed, and |oca
conditions. For exanple, under Perpetrators and Victins, you m ght want

to include a line for dependents if there is a significant amunt of
fam |y housing on your post.
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MPR ANALYSIS WORKSHEET

CATEGORY:
NO. CASES: DATES: TO
UNSECURE | SECURE

<
o ~
- >
< -
= i
o &
o o
w a.
m g

o

=
[72]
=
’—
Q
>

REMARKS:

THIS FORM IS OBSOLETE.
CANCELLED 1992.

3]
I
a.
<
e
G
o
w
o
w
=
o

AMC FORM 2835-R
1 AUG 89
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MPR ANALYSIS WORKSHEET

NO. CASES:

CATEGORY: Theft of Private Property

DATES: TO

PERPETRATORS

Civilian, GS 5 and below

UNSECURE

SECURE

Civilian, GS 6 and above

Cash

Military

Electronics

Contractor Personnel

Clothing

Non-DOD Civilian

Tools

Unknown

Other

MO (PROPERTY)

VICTIMS

Civilian, GS 6 and above

Civilian, GS 5 and below

—a

Military

Contractors

Non-DOD Civilian

Other

GEOGRAPHIC

Parking Lots

REMARKS:

Offices

Storage Areas

Shops

Quarters

Outdoor Rec Area

PX F ity

Oth

TIME

Duty hours

After duty hours

Weekend/holiday

Unknown

AMC FORM 28356-R

1 AUG 89
Figure 2,

Sample MPR analysis worksheet
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STEP 3.

Once the AMC Form 2835-R is filled out, each MPR in the category under
analysis is read, and, a "tick mark" is placed in the appropriate

wor ksheet line to capture the basic information contained in the report.
Using this nmethod, a | arge nunber of reports can be summarized in a very
short time. Figure 3 shows a conpleted worksheet for 15 MPRs on "theft
of private property."

If, when recording information fromthe MPRs, you find that a |arge
percentage of the "tick marks" are falling into the space narked
"other," then you should probably redo that section of the worksheet to
identify the specific itens recorded in the MPR  For exanple, in figure
3, half the cases fall under the "other" block in the section nmarked "MO

(Property)." Therefore, these "other" cases should be examined to see if
it is possible to add another line to the worksheet which will nake the
data nore neaningful. |If three-fourths of the "other" cases involve

theft of auto parts, then that should be added to the formalong with
"cash," "clothing," "electronics," and "tools." Figure 4 shows the
revi sed worksheet.

STEP 4.

After the information fromthe MPRs is transferred to the worksheet, the
nunber of "tick marks" in each category should be total ed and expressed
as a percentage of the total nunber of cases. Figure 5 shows a worksheet
that has been tabulated in this manner

The final step in the analysis process is to exanm ne the data produced in
steps two through four, and note the patterns. For exanple, in our
illustration (figure 5), there are two significant patterns:

° Workers are stealing unsecured cash from each other during duty
hours in office settings.

° Personnel enployed by contractors as naintenance workers are
victim zi ng unattended, unlocked vehicles in parking |ots.

In identifying patterns, it is necessary to "read between the |lines." For
exanple, in the case of the thefts fromoffice workers, none of the
perpetrators were identified, but when the type crine, property taken,
and tine of the crines are considered, you are justified in concluding
that workers are stealing fromeach other. |In nost offices during duty

hours there are not a lot of "outsiders" wandering around, and
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MPR ANALYSIS WORKSHEET
CATEGORY: Theft of Private Property
NO. CASES: 15 DATES: 1 Jan 88 TO _30 Jun 88
Civ GS5 & below 1 UNSECURE | SECURE
g Civ GS6 & above E Cash 1111
: Military L Electronics 11
E Contractor Pers. 1T % Clothing 1
W Non-DOD Civ g Tools 1
ﬁ Unknown 1T 1111 Q Other 11
Civ GS6 & above AT 1 N
S civ GS5 & below 13T 111
= Mi1s
o Military 1
> Contractor Pers.
Non-DOD Civ
Other
REMARKS:
Parking lots
O -
= Office
°<' Storage area
o
g Shop 1
2151 Quarters 1
Outdoor Rec 1
PX facility
Other 1
Duty hours 1H3T 143717 1
w
= After duty hours 11
 Weekend/holiday 1
Unknown 1
AMC FORM 2836-R
1AUG 89
Figure 3, Sample MPR analysis worksheet
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MPR ANALYSIS WORKSHEET
CATEGORY: Theft of Private Property

NO. CASES: 15 DATES:_ L Jan 88 To _ 30 Jun 88

Civ, GS6 & above UNSECURE | SECURE
% Civ, GS5 & below 1 ';_: Cash* 1111
: Military E Electronics 11
IE Contractors LT H* § Clothing 1
W Non-DOD Civ o Tools 1
ﬁtj Unknown 14T 1111 g Auto parts
[« 8

Other

Civ, GS6 & above
2 civ, GS5 & below
E Military
>» (Contractors

Non-DOD Civ

Other

REMARKS:
#A11 cash was taken from unattended

Parking lots purses in office areas.
O .
E Offices 1111 %*%A11 were maintenance workers and
é Storage areas apprehended in parking lots.
(0 Shops
(o]
3 Quarters 1

Outd Rec area

1

Duty hours 1t 13T 1
w
§ After duty hours 11
F  Weekend/holiday 1

Unknown 1

AMC FORM 2835-R
1AUG 89

Figure 4. Sample MPR analysis worksheet
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MPR ANALYSIS WORKSHEET
CATEGORY: Theft of Private Property
NO. CASES:__ 1> DATES:_ L Jan 88 To _ 30 Jun 88
Civ GS6 & above UNSECURE | SECURE
2 Civ GS5 & below 1 67 E Cash 1111* 26%
(o] o
:_ Military o Electronics 11  12%
E Contractors 1111%%* 33% % Clothing 1 6%
0 o
E Non-DOD Civ [ Tools 1 67
& Unknown 1t 1111 60%  [Q  Auto parts 33%
o
Other 127
Civ GS6 & above 113+ 1 40% %
g Civ GS5 & below _111+ 111 53%
- Military 1
o
> Contractors
Non-DOD Civ
Other
REMARKS:
*Al1l cash was taken from unattended
Parking lots 11+ 11 purses in office areas.
0 > 9y
T Offices 1111 267% *%*A1]1 were maintenance workers and
& Storage areas apprehended in parking lots.
5 Shops 6%
8 Quarters 6%
(0]
Outdoor Rec area 1 6%
PX Fa t
Othe 1 6%
Duty hours 1 113 1 73%
Y After duty hrs 11 127
F Weekend/holiday 1 67
Unknown 1 6%

AMC FORM 2835-R

1AUG 89

Figure 5. Sample MPR analysis worksheet
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AMC- P 190-2

if just cash is taken, rather than a whol e purse, the perpetrator nust
know about how nuch time he has before the victimreturns.

The val ue of type of analysis is that it --

° Allows patrols and investigators to focus their efforts where nost
crime is occurring. In our exanple this is in parking lots and office
bui | di ngs.

° It suggests specific subpopul ations of the installation which
shoul d be targeted for special attention in crinme prevention informtion
canmpai gns. In the case above, female workers in offices should be
encouraged to secure their handbags when they | eave their desks; and al
personnel should be encouraged to |l ock their cars in the parking lots.

° It provides the "hard data" that is required to get the support of

managenent personnel for enforcenent and prevention prograns targeted
agai nst high incident crines.

REFERENCES
DOD 4160.21M | DOD Defense Demilitarizati on Manua
AR 190-11, Physical Security of Arms, Ammunition and Expl osives
AR 190-13, The Arny Physical Security Programw th AMC Supply 1
AR 190-45, Law Enforcenment Reporting
AR 190-51, Security of Army Property at Unit and Installation Leve
AR 740- 26, Physical Inventory Contro
AMC- R 740-17, Inventory and Accountability
AMC- R 740- 20, Receiving (General Supplies)

AMC- R 740- 26, Preservation and Packing for Storage
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The proponent of this panphlet is the U S Arny Materi el

Conmand. Users are invited to send comments and suggest ed
i mprovenents on DA Form 2028 (Reconmmended Changes to

Publ i cations and Bl ank Forns) to Conmander, HQ AMC, ATTN:
AMCPE- S, 5001 Ei senhower Ave., Al exandria, VA 22333-0001.
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